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HE lu_NET Guidance of the security measure
|_ Announce of PC Setting Change Request
Thank you very much for your utilization of HELLO-NET.

HELLO-NET carried out reinforcement correspondence of
the security for a safer service offer.

To continue utilizing HELLO-NET, please change your PC
setting beforehand referencing to the setting procedure

in the following pages.

We are sorry for any inconvenience this may cause you

and appreciate your understanding and cooperation.
* Depending on your using Internet Explorer version, the

actual display may be different from the capture using in

this guidance
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AIRUTAW ~ooimce of re setting crange Request
TLS Validation with Client PC

1. Menu Bar Display

* This operation is not necessary if the menu bar has been already

displayed. Please follow the procedure No.2 on the next page.

Open Internet Explorer and right-click the bar on top of the screen.

Click [Menu bar] on the displayed list.
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2. Internet Option Display

Click [Tools] > [Internet options] on the Menu bar.

o,
NS & hello-net Login | ‘ {55 5es
File Edit View Favorites Help
Delete browsing history... Ctrl+Shift+Del -
8 TADANO
InPrivate Browsing Ctrl+Shift+P

Turn on Tracking Protection

ActiveX Filtering
Reopen last browsing session

H Langusge Add site to Start menu

View downloads Ctrl+)

Pop-up Blocker 4

SmartScreen Filter [ TADANO LTD

Manage add-ons

Compatibility View settings

Windows Update

‘ Internet options )

[Internet Options]

Intemet Options [~ =]
screen is d|sp|ayed . General | Security | Privacy [ Content | Connections | Programs | Advanced|
Home page
". To create home page tabs, type each address on its own line.
W http:// g wep——p— — a
| Usecurrent || Usedefault || Usenewtab |
Startup

Start with tabs from the last session
@ Start with home page
Tabs

Change how webpages are displayed in tabs. | Tabs

Browsing history

Delete temporary files, history, cookies, saved passwords, and web
form information.

|| Delete browsing history on exit
[ Deete.. |[ settings |
Appesrance
Colors | [ Languages || Fonts | [ Accessbiity |

oo (o] [ A

4/6



Guidance of the security measure

HEl_I-ﬂ NET Announce of PC Setting Change Request

3. TLS Validation
Click [Advanced] tab.

.
| General | security | Privacy | Content | Connections | Progr

Advanced

Settings

=
|| Use software rendering instead of GPU rendering™ I
© Accessbiity
[7] Always expand ALT text for images
[7] Enable Caret Browsing for new windows and tabs
[] Move system caret with focus/selection changes
[T Piay system sounds
7] Reset text size to medium for new windows and tabs
[] Reset zoom level for new windows and tabs
[=] Browsing
[ Always record developer console messages
[7] Close unused folders in History and Favorites™
[¥] Disable script debugging (Internet Explorer)
[¥] Disable script debugaing (Other) E
LU
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*Takes effect after you restart your computer
[ Restore advanced settings ]

Reset Internet Explorer settings

Resets Internet Explorer’s settings to their default

condition,
‘You should only use this if your browser is in an unusable state,

[ ok [ cancel || apphy
“Intemet Options "o ea|  Scroll [Settings] section to
smnt scutbol ce| ot | Gnectorn el *>>~ | | display [Security].
Settings -
£ security .

[] Allow active content from CDs to run on My Computer™
|| Allow active content to run in files on My Computer™

B e e . © Check [Use TLS 1.0],
[; Olnseuusledfnlck:rshrish)ryaﬂFavmt:s' |
%3:;’?;’;3“’"""’”“‘””“5"”‘“’“’ [Use TLS 1.1] and [Use TLS 1.2].

[¥] useTis 1.0
[¥] useTLS 1.1

] useTLs 1.2

m_|

‘ess mismatch™
[ warn if chanaing between secure and not secure mode

« | i

*Takes effect after you restart your computer

[ Restore advanced settings |
Reset Internet Explorer settings
Resets Intemet Explorer's settings o thek defauk Click [OK] button to close
‘fou should only use this if your browser is in an unusable state. R
[Internet Options] screen.

([ m‘]pw][m|
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Close Internet Explorer once and start again to enable the setting.

* If Internet Explorer is not restarted, the setting is not enabled.
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<Reference Material>
* TLS Initial Setting Value for Internet Explorer version

TLS1.0 TLS11 TLS1.2
Internet Explorer 6 OFF
Internet Explorer 7 ON
Internet Explorer 8 ON OFF OFF
Internet Explorer 9 ON OFF OFF
Internet Explorer 10 ON OFF OFF
Internet Explorer 11 ON ON ON
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